
RSA THEORY

Abstract. This is our proof of the RSA algorithm. There are probably
more elegant and succinct ways of doing this. We have tried to explain
every step in terms of elementary number theory and avoid the ‘clearly
it follows. . . ’ technique favoured by many text books.

1. The Problem

Given positive integers n, e, d such that

n = pq, where p and q are distinct primes(1)

gcd(e, φ(n)) = 1(2)

ed ≡ 1 (mod φ(n))(3)

Define the public and private key transformations of a message m to be
respectively, for 0 ≤ m < n,

RsaPublic(m) = me mod n(4)

RsaPrivate(m) = md mod n(5)

Prove that, for 0 ≤ m < n,

m = RsaPrivate(RsaPublic(m)) [encryption], and(6)

m = RsaPublic(RsaPrivate(m)) [signature].(7)

2. Basic number theory

We will use these principles of number theory in our proof below.

§1. A prime number is defined as an integer, greater than one, which
only has positive integer divisors (factors) of the number one and
itself. For example, both 7 and 11 are prime but 4 and 9 are not.

§2. Two numbers a and b which have no common factors other than one
are said to be coprime or relatively prime. For example, 4 and 9 are
coprime but 15 and 25 are not.

§3. The greatest common divisor of two integers a and b is the largest
integer that divides both numbers and is denoted by ‘gcd(a, b)’. For
example, gcd(25, 15) = 5 and gcd(4, 9) = 1.

§4. a and b are coprime if and only if gcd(a, b) = 1.
§5. The notation n|a means n divides a (or a is divisible by n) and there

exists an integer d such that a = nd.
§6. If mn|a then m|a and n|a for any integers m,n.
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§7. ‘mod’ as a binary operation: The notation ‘a = b mod n’ defines a
binary operation where a is equal to the remainder on dividing b by
n, 0 ≤ a < n.

§8. ‘mod’ as a congruence relation: The notation ‘a ≡ b (mod n)’ means
a and b have the same remainder when divided by n, or, equivalently,
(a) n|a− b, or
(b) a− b = nk for some integer k .
We say that a is congruent to b modulo n, where n is the modulus
of the congruence. The two ways of using ‘mod’ are related:
a ≡ b (mod n) ⇐⇒ a mod n = b mod n.

§9. Properties of congruence: for a fixed positive integer n and any
integers a, b, c, d.
(a) a ≡ a (mod n).
(b) a± b ≡ b± a (mod n).
(c) ab ≡ ba (mod n).
(d) abc ≡ (ab)c ≡ a(bc) (mod n).
(e) If a ≡ b (mod n) then b ≡ a (mod n).
(f) If a ≡ b (mod n) and b ≡ c (mod n) then a ≡ c (mod n).
(g) If a ≡ b (mod n) and c ≡ d (mod n) then a±c ≡ b±d (mod n)

and ac ≡ bd (mod n).
(h) If a ≡ b (mod n) then ar ≡ br (mod n), for any integer r ≥ 1.
(i) a ≡ 0 (mod n) if and only if n|a.

§10. If m and n are coprime and a ≡ b (mod m) and a ≡ b (mod n),
then a ≡ b (mod mn).

§11. φ(n) is the Euler phi function or totient function defined to be the
number of positive integers not exceeding n which are relatively
prime to n, (φ(1) = 1). For example, φ(12) = 4 as the 4 inte-
gers {1, 5, 7, 11} are coprime to 12; and φ(7) = 6 as the 6 integers
{1, 2, 3, 4, 5, 6} are coprime to 7.

§12. For any prime p, φ(p) = p− 1.
§13. If m and n are coprime, then φ(m)φ(n) = φ(mn).
§14. Fermat’s Little Theorem: If p is a prime and a is any integer, then

ap ≡ a (mod p). If gcd(a, p) = 1, then ap−1 ≡ 1 (mod p).

3. The Solution

To get to our end result, we use the fact that the modulus, n, is the product
of two numbers which—because they are primes and not equal—are coprime
to each other. We split the relationship in equation (3) using property §13
into separate congruences modulo p and q, manipulate these congruences,
make use of Fermat’s Little Theorem (§14), and then use property §10 to
join them up again.

Proof. From equations (4) and (5), we have for 0 ≤ m < n,

(8)
RsaPrivate(RsaPublic(m)) = (me mod n)d mod n

= med mod n.
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(9)
RsaPublic(RsaPrivate(m)) = (md mod n)e mod n

= med mod n.

Thus equations (6) and (7) are equivalent:

RsaPrivate(RsaPublic(m)) = RsaPublic(RsaPrivate(m))

If we can prove that m = med mod n then we will be done.

We are given in equation (3) that

ed ≡ 1 (mod φ(n))

which, using §8a, can be expressed as

φ(n)|ed− 1(10)

Because p and q are coprime, we have, by §13, that

φ(n) = φ(pq) = φ(p)φ(q)(11)

therefore

φ(p)φ(q)|ed− 1(12)

and we can use §6 to split this into two equations

φ(p)|ed− 1(13)

φ(q)|ed− 1.(14)

Equation (13) means that there is an integer k such that

ed− 1 = kφ(p) by §8b(15)

or, as p is prime,

ed− 1 = k(p− 1) by §12(16)

Now consider the case of any integer m raised to the power of ed modulo p.
We can say that

med ≡ med−1+1 (mod p), or

med ≡ (med−1).m (mod p)

and substituting equation (16) for ed− 1 this becomes

med ≡ (mk(p−1)).m (mod p).(17)

As p is prime, any integer m will either be coprime to p (i.e. gcd(m, p) = 1)
or it will be an exact multiple of p (i.e. gcd(m, p) = p).

In the case where m is coprime to p, Fermat’s Little Theorem (§14) tells us
that

mp−1 ≡ 1 (mod p)

and, by §9h, we can raise this to the power of any positive integer k to get

mk(p−1) ≡ 1k ≡ 1 (mod p).(18)

Combining equations (17) and (18), we get

med ≡ 1.m (mod p)
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or, more simply,

med ≡ m (mod p).

In the case where m is a multiple of p, m to the power of any positive integer
will still be divisible by p (if p|m then p also divides med) and so we have

med ≡ 0 (mod p) by §9i

but, because p divides m and so m ≡ 0 (mod p), we have

med ≡ 0 ≡ m (mod p).

Thus, for all m,

med ≡ m (mod p).(19)

By the same argument we can derive from equation (14) that

med ≡ m (mod q).(20)

Because p and q are coprime by definition, we can use §10 to combine equa-
tions (19) and (20)

med ≡ m (mod pq) ≡ m (mod n)

or, by symmetry (§9e),

m ≡ med (mod n).(21)

As we limit m to 0 ≤ m < n, there will only be one unique integer that
satisfies the congruence relation (21), and so

m = med mod n.(22)

Combining equations (8) and (9) with (22), we have, for 0 ≤ m < n,

RsaPrivate(RsaPublic(m)) = m, and

RsaPublic(RsaPrivate(m)) = m.

�

Remarks.

• The gcd requirement in equation (2) is to make sure the modular
inverse d in equation (3) exists.

• The inverse transformations in (4) and (5) only work when 0 ≤ m <
n, i.e. you only have a cryptosystem when m is in the range [0, n−1].
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